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BACKGROUND AND METHODOLOGY 

The planning phase of this study began in mid-2013. 

During this phase, APQC conducted primary and 

secondary research to help identify successful 

organizations that might participate as best-practice 

partners. The APQC project team conducted 

telephone screening interviews with a subset of these 

organizations to uncover best practices. These 

organizations were selected for their successful 

practices in strategic ERM. Additionally, APQC 

administered an online survey on ERM, which was 

completed by 96 participants.  

The three best-practice organizations selected for 

continued participation in the study hosted interviews 

in November and December of 2013. The study team 

prepared a written report (case study) of each 

interview and submitted it to the participating 

organization for approval or clarification. 

 

 

APQC analyzed the qualitative and quantitative 

information obtained through the interviews and 

survey results. The analysis concentrated on 

examining the critical success factors and challenges 

that organizations face in the study scope areas. 

The APQC project team determined seven best 

practices in strategic ERM. The report herein 

identifies and expounds upon these best practices. 

 

For more detailed quantitative information derived 

from APQC’s survey results, see Survey Summary 

Report—Enterprise Risk Management: Seven 

Imperatives for Process Excellence. 

In this report, APQC presents the results of research on the need to evolve    

enterprise risk management (ERM) processes and practices. The fourth in a     

series on business risk,* this latest report draws from a survey of 96 large, 

global organizations. Respondents were mostly chief executive officers and 

senior managers of finance, operations, treasury, or internal audit. In addition, 

this report presents case studies (see Appendix) on three companies that     

exhibit multiple best practices in this realm: the LEGO Group, Rockwell Collins 

Inc., and Exxaro Resources Ltd. 

*The third report in the series. Managing Risk Across the Enterprise, was published in July 2011. Previous versions 

include Risky Business: Employing Enterprise Risk Management (2006) and Risky Business II: Enterprise Risk Management 

as a Core Management Process (2009).  

http://www.apqc.org/node/309689
http://www.apqc.org/node/309689
http://www.apqc.org/node/309689
http://www.apqc.org/knowledge-base/documents/effectively-managing-risk-across-enterprise
http://www.apqc.org/knowledge-base/documents/risky-business-employing-enterprise-risk-management-best-practices-report
http://www.apqc.org/knowledge-base/documents/risky-business-ii-enterprise-risk-management-core-management-process-best-p
http://www.apqc.org/knowledge-base/documents/risky-business-ii-enterprise-risk-management-core-management-process-best-p
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PREFACE 

Best-practice organizations define the primary goals 

for their ERM programs as follows:  

 ensure sound planning by focusing senior manage-

ment and boards on risks capable of disrupting 

strategy; 

 create value for key stakeholders by ensuring ef-

fective execution of enterprise strategy; 

 ensure that acceptable risks are properly identi-

fied, assessed, monitored, and mitigated; and 

 create a risk-intelligent culture to keep decision 

makers engaged in the process. 

More boards of directors are now pressing manage-

ment teams to demonstrate that effective enterprise 

risk management (ERM) processes are in place. And, 

as this research shows, a growing number of CEOs, 

CFOs, and CROs are responding with vigor, looking 

to improve the ways they identify, assess, manage, 

and monitor significant business risks. Ensuring that 

the board is kept well-informed—indeed, involving 

board members in productive conversations about 

risk—is a top priority among companies truly com-

mitted to ERM process excellence.  

Why so much interest in ERM today? Surely, it is a 

result of heightened interest by stock exchanges, 

courts, and regulators that was fueled by the crippling 

events of 2008–09. That greater focus can also be 

traced to industry-specific regulations; for example, 

Dodd–Frank for banks and ORSA for insurance com-

panies.  

But also note that numerous academic studies have 

been showing that there’s a value side to ERM. And 

more companies today are examining the notion that 

excellence in ERM can do more than keep trouble at 

bay. Still, there are management teams stuck on doing 

compliance-focused ERM or, as one case study partic-

ipant told us, “simply checking off the boxes.” 

The cases studies presented in this report are clearly 

doing more than protecting value—and they are using 

patient, structured, and disciplined ERM approaches. 

These companies and their ERM leaders have discov-

ered the importance of a strong risk culture and a 

vision for the potential use of ERM. And they have 

obtained buy-in across the c-suite and from board 

members. The tell-tale sign: the top management 

teams are having extensive conversations with their 

boards about risks. 

All of the cases included in this report explain efforts 

to train strategists, managers, and risk owners on 

what risk is and how ERM can help to improve deci-

sion making and ensure that strategy execution is not 

disrupted. Readers will note talk of “deep dives” de-

signed to tease out the true nature of an emerging or 

changeable risk. The point is that these ERM leaders 

are making forward-looking forecasts in key areas. 

They are helping managers look at situations under 

various lights; they are helping people to connect the 

dots that could be overlooked. These leaders are 

breaking the old mold and asking the really important 

questions—in essence, they are embracing uncertain-

ty. These are truly value-adding improvements that 

could benefit any organization.  

PAUL WALKER, PH.D, CPA 

James J. Schiro / Zurich Chair in                          

Enterprise Risk  Management at St. John's University 

Executive Director, Center for Excellence in ERM 
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THE IMPERATIVE TO IMPROVE 
Surely, strategic risks have always been a part of 

doing business, but they have never been as fast-

moving as they are today. That is why boards and 

executive teams are now pressing their risk 

management leaders to improve the processes that 

fall under the ERM banner. A recent report by 

Deloitte put it this way: “Companies used to have 

more time to respond to strategic risks, so they 

could afford to follow more of a ‘wait-and-see’ 

approach.”1 Those days are gone. 

In industries such as electronics and pharmaceuticals, 

the accelerated pace of innovation has driven shorter 

product life cycles, which in turn has inflated the 

pressure to quickly achieve the desired ROI from 

new product development and marketing.  

In the energy sector, political unrest in OPEC nations 

such as Nigeria and Venezuela has raised the stakes 

for companies involved in oil exploration and 

extraction. Moreover, extreme weather in developing 

parts of the world—particularly in Asia, where a large 

portion of the world’s manufacturing activity now 

occurs—has repeatedly threatened global supply 

chains over the last few years, causing many 

companies to rethink their reliance on sole suppliers 

for crucial goods and components.2 

In financial services, the tightening of the regulatory 

reins and the push for higher quality audits in the 

years following the 2008–09 global economic slump 

have increased the odds of being tarred with the 

brush of corporate malfeasance. As a result, banks 

and brokerages have been increasing the sizes of their 

compliance staff. 
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INTRODUCTION 

Best-practice organizations define the primary goals 

for their ERM programs as follows:  

 ensure sound planning by focusing senior manage-

ment and boards on risks capable of disrupting 

strategy; 

 create value for key stakeholders by ensuring ef-

fective execution of enterprise strategy; 

 ensure that acceptable risks are properly identi-

fied, assessed, monitored, and mitigated; and 

 create a risk-intelligent culture to keep decision 

makers engaged in the process. 

Now more than ever, business executives and board members need to have a clear and informed view of risks. 

The world of commerce is fraught with risks that have the potential to upend strategy. These risks—herein called 

“strategic risks”—vary in nature, but they all tend to emerge more quickly and pack a bigger punch than those of 

the past, as this report details. What’s more, there are new kinds of risks posed by fast-moving innovations in 

technology and science and the ever-evolving realm of social media.  

This report describes effective ERM program leadership and process excellence and focuses heavily on the inter-

action between ERM leaders and their organization’s top executives and board members.  

APQC’s earlier reports focused to a greater degree on program vision, core process design, organizational struc-

ture, and continuous improvement efforts. This report should be read in light of the earlier studies by anyone 

tasked with transforming an organization’s approach from a compliance-driven mindset to one that supports strat-

egy execution—an approach that ERM leaders think of as being able to take an offensive and defensive posture.  
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When a strategic risk is not properly identified and managed, no organization is immune to harm. Even the most 

highly regarded companies can see their reputations tarnished. The public may hear about the early retirement of 

a CEO, the return of a former CEO, the sidelining of a brilliant billionaire founder, or the takeover by an 

aggressive private-equity firm that may proceed to gut the company and extract all possible cash. When strategic 

risks materialize (even if they inflict only short-term damage), investors and owners today tend to demand 

remedial changes quickly. Consider the following recent examples: 

©2014 APQC ALL RIGHTS RESERVED 

 

Recent Examples High-Profile Manifestations 

Strategy Starbucks’ overly aggressive expansion strategy 3 

Innovation Blackberry’s inability to compete against Apple’s iPhone 

Regulatory 
The “Volcker Rule,” the Dodd–Frank Act’s ban on      
proprietary trading by banks 4 

Talent 
Tech-oriented companies’ struggles to find enough STEM 5 
talent 

Cyber Target’s IT security and data breach 

Social Media 
LuLuLemon founder’s inadvertent comments about over-
weight women 

Corruption News Corporation’s newspaper scandal in London 

Supply Chain The Japanese tsunami’s disruption of global supply chains 

Extreme Weather Hurricane Sandy’s impact on the metro New York area 
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The results of the APQC survey support the core 

premise of this research undertaking: ERM remains a 

work in progress at most organizations. Only 26 

percent of those surveyed described their ERM 

program as having an extensive reach. Forty-three 

percent report only moderate organizational 

involvement, whereas the remaining third is either 

just getting started or doing little.  

There are several plausible explanations for why 

senior business executives feel their ERM programs 

have room to improve. According to Rob Torok, a 

partner with BetterVu who advised on this research 

project, “At some companies, there is a commonly 

held—although rarely expressed—sense that for an 

organization to look good in front of stakeholders, it 

cannot admit to having risks.”  

When thinking of that sort 

permeates a corporate culture, there 

is likely to be meager support for a 

robust ERM process. Beyond that, 

said Dr. Paul Walker of St. John’s 

University who also advised on this 

project: “Most executives with MBA 

degrees were not taught ERM. In 

fact, there are only a few universities 

that teach ERM. So some business 

school graduates are strong in 

finance, marketing, and management 

theory, but they are limited in terms 

of critical thinking, business acumen, 

and risk analysis skills.” 

In a world that is increasingly risky, 

companies must be sure that high-

potential managers truly understand 

that a strategic plan is sound only if it 

incorporates action items for 

addressing major risks that have 

been identified during an enterprise 

risk review cycle. The survey results paint a 

worrisome picture. Nearly two out of three 

companies do not systematically ensure that strategic 

plans properly account for risks that have been 

identified in the risk review cycle. 

The LEGO Group’s risk management process is a 

good example of how this ought to work. The case 

study, appended to this report, illustrates how Hans 

Læssøe, senior director of strategic risk management, 

helps managers to focus on the viability of risk 

mitigation scenarios and action plans. He refers to 

them as risks “that could interfere with must-win 

battles.” 

MANAGING NEW RISKS 

Another concern that is underscored by the survey 

findings involves new forms of risks. Only 19 percent 

of organizations say that their ERM process is 

effective when it comes to identifying risks that they 

©2014 APQC ALL RIGHTS RESERVED 

WORRISOME VULNERABILITIES 
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have not yet encountered but could encounter. 

Although more than one-half of the respondents 

indicate that they are somewhat effective at imagining 

new contours or types of risks, the problem remains 

that risks that are easily dismissed as remote have the 

capacity to inflict severe damage if they materialize.  

That’s why best-practice organizations develop group 

exercises to prompt decision makers to think 

unconventionally. Exxaro Resources Ltd. provides a 

compelling example. “Exxaro is working to break silos 

not only in terms of functional areas but also in terms 

of seniority levels,” said Saret Van Loggerenberg, the 

company’s manager of risk and compliance. “Our 

main vision is to teach people that risk management is 

about active thinking and not about checking boxes.” 

The risk of prolonged supply chain disruption due to a 

large natural disaster is a pressing topic for many ERM 

leaders. Until recently, risks related to supply chain 

operations were typically relegated to the domain of 

procurement leaders and operating managers, where 

assessments were dominated by issues such as the 

financial stability of a key vendor or the quality of 

materials coming from suppliers. Supply chain risks at 

many companies were not tagged as enterprise-level 

risks that should be discussed by top executives and 

the board or directors. The assumption was that the 

operating executives had matters well in hand. But 

the picture changed during the past several years 

when the business world was buffeted by a series of 

events related to weather patterns or the natural 

environment.  

The 2011 Japanese tsunami sent a particularly strong 

message to global business leaders about the way 

operational risks can quickly become strategic risks. 

The event hobbled semiconductor fabrication plants 

in the northeastern part of the country and 

threatened the flow of semiconductor components to 

global electronics distributors. That event, along with 

others with similar characteristics—for example, the 

volcanic eruptions in Iceland in 2010 that created 

substantial disruption to air traffic across Europe—

prompted companies to rethink their exposures to 

this risk category. One senior executive reported that 

“supply chain disruption risk now resides as a top 10 

enterprise risk.” 6 

 

©2014 APQC ALL RIGHTS RESERVED 
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All of the case studies appended to this report explain 

methodologies for identifying an emerging risk, which 

can be defined as a condition, situation, or trend that 

is developing or changing. The risk could stem from 

political, legal, economic, market-related, 

environmental, or physical asset-related dynamics that 

could affect an organization’s financial strength, 

reputation, or competitiveness. According to the 

experts interviewed for this report, an ERM leader’s 

primary job is keep the board and top executives 

abreast of changes involving known risks and to 

engage them in productive conversations about new 

types of risks. 

©2014 APQC ALL RIGHTS RESERVED 

An emerging risk is a condition, situation, or trend that is developing or chang-

ing. The risk could stem from political, legal, economic, market-related,         

environmental, or physical asset–related dynamics that could affect an organ-

ization’s financial strength, reputation, or competitiveness. 
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A CFO’s View of  Threats to Shareholder Value 

Jeff Burchill, CFO of the international, commercial, and industrial property insurer FM Global, is 

a regular source on ERM for APQC. When asked about emerging risks in global supply chains, 

Burchill said: “You have to find out what you don’t know. You must get down to the operations 

level and learn. For instance, frequency may bear severity. It is vital to learn whether there are 

multiple disruptions which, when standing alone, might not ring an alarm.” It’s also crucial for an 

organization to examine whether any series of disruptions could evolve into something much 

more significant than history would suggest. Finally, “you need to quantify what type of event and 

what kind of suppliers could get a stranglehold on your ability to deliver value if they could not 

perform,”7 said Burchill.  

What about risks that reside on what Burchill calls “the ‘right side’ of the supply chain”? The is-

sues there involve risks in the customer base. Too often, organizations do not go as far as they 

could in exploring “the potential financial consequences and market share implications of losing a 

major customer.” Surely, many global organizations are buoyed by geographical diversification, 

“but that’s not always the case,” said Burchill. “So, the right side of the supply chain can be as 

critical as the left side.” 

In describing FM Global’s own approach to risk assessment, Burchill said, “it’s an ongoing pro-

cess here—it does not have an end date. The executive risk team meets twice a year. In the first 

meeting, the goal is to make sure that the risks we retain are within our risk appetite. At the 

second meeting, the focus is on quantification of risks and identification of new risks.”  

FM Global considers three categories of risk:  

 business model risks;  

 general business risks; and  

 insurance and financial risk.  

To spot new risks, “we have what we call ‘crow’s nests.’ These are people assigned to look for 

emerging trends and risks that we may not have already identified and quantified,” said Burchill. 

Overall, he concluded, an effective ERM program improves executive decision making: “It’s a 

tool for the top executives of the company to use to ensure they know what threats are out 

there and what those threats could potentially mean in terms of shareholder value and market 

capitalization.” 
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The results of the APQC survey emphasize the need 

for process rigor when attempting to identify new 

types of strategic risks. One question asked 

participants to describe the primary approach they 

use to identify strategic risks of all kinds. The 

research team then sorted the responses into two 

categories based on another survey question: (a) 

organizations that are effective or somewhat effective 

at identifying new risks and (b) those that are barely 

effective or not effective (Figure 1). 

 

The lesson here is that high percentages of 

organizations employing structured and rigorous risk 

identification processes generally find their ERM 

processes to be effective at identifying new risk. For 

example, 88 percent of companies that rely on their 

ERM process owners to guide business unit leaders 

through a structured assessment process are more 

successful at spotting new forms of risk than those 

that use more casual approaches. This data may be 

helpful to risk managers who are trying hard to 

explain the need for more process rigor to skeptical 

business leaders. 

©2014 APQC ALL RIGHTS RESERVED 

THE NEED FOR PROCESS RIGOR 

Which statement best describes your organization’s approach to identifying strategic risks? 

 

Figure 1 
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Figure 2 shows that the majority of those 

organizations that find their ERM processes to be 

effective or somewhat effective at identifying new 

types of risk attempt to quantify how much loss or 

opportunity (in terms of money, time, market share, 

etc.) that a risk could potentially generate. Risk 

quantification can be difficult to do, especially when 

the exercise involves managers who are not trained in 

revenue and profit forecasting; consensus can be 

elusive in such circumstances. But it’s a level of 

process maturity to which ERM leaders should aspire. 

Do your organization’s senior executives attempt to quantify risk? 

 

Figure 2 
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SEVEN IMPERATIVES FOR PROCESS EXCELLENCE 

APQC’s survey findings are augmented by interviews with ERM leaders known for developing select best practices. 

APQC argues that there are three stages of process maturity that span seven best practices, illustrated below. 
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BEST PRACTICES OVERVIEW 

 

BEST PRACTICES IN STAGE 1: ESTABLISH 

At this first stage, an organization's senior executives identify and deputize an ERM leader. The objectives now are 

to define the process steps and name and train the people accountable for risks. The ERM leader must: 

 build a reliable and repeatable process for risk identification, assessment, mitigation, monitoring, and regular 

reporting to the board and top executives; and 

 train board members, managers, and other key stakeholders to use a common vocabulary and set of concepts 

that facilitate sound risk identification and management. 

 

BEST PRACTICES IN STAGE 2: CULTIVATE 

The core ERM process is in place at this stage, and risk owners understand how and when they must contribute. 

The ERM leader focuses on improving the quality of risk conversations. The ERM leader must:   

 ensure the visibility of new or growing risks, and 

 creatively build a risk-intelligent culture. 

 

BEST PRACTICES IN STAGE 3: REFINE 

The organization now can manage not only the risks in the strategy but also the risks that may prevent strategic 

aims from being achieved. To fully realize the power of effective management of enterprise risks, the ERM leader 

must:  

 develop a way to demonstrate the potential financial impact of a strategic risk; 

 ensure that strategic plans include action items to address identified strategic risks; and 

 leverage technology for uniformity, collaboration, and risk correlation. 
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During the establishment stage, the ERM leader must 

build a reliable and repeatable process for helping risk 

owners fulfill their responsibilities and report to the 

board and top executives on a regular basis about: 

 changes in identified risks,  

 signs on the horizon that remote risks are growing 

or accelerating, or  

 signs that previously unknown risks have begun to 

take shape. 

All of the case studies appended to this report have 

well-defined ERM program architectures, review 

cycles, assessment methodologies, and reporting 

mechanisms. For example, Rockwell Collins uses two 

types of councils to identify risk. The first, operations-

facing layer is made up of 10 extended councils. Each 

business unit (commercial, government, international, 

and various shared services functions) creates a group 

of four to eight individuals. Each extended council 

identifies risks and reports its assessment to a core 

enterprise risk council, which consists of senior 

©2014 APQC ALL RIGHTS RESERVED 

BEST PRACTICES STAGE 1: ESTABLISH 

BUILD A RELIABLE AND REPEATABLE PROCESS FOR RISK IDENTIFICATION, ASSESS-
MENT, MITIGATION, MONITORING, AND REGULAR REPORTING  
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representatives from each business unit 

and shared services organizations. The 

enterprise risk council then reviews and 

assesses a portfolio of up to 50 key risks. 

This collective review helps to ensure a 

practical discussion about consistency in 

risk ranking and gaps, if any.  

Amy McDonald, the vice president of 

internal audit and general auditor at 

Rockwell Collins, is the organization’s 

ERM process leader. She makes an annual 

presentation on the risk portfolio to a 

senior leadership council and to its board 

of directors. They use the portfolio to 

build the board calendar for the year, 

which the audit committee then 

approves. McDonald uses this calendar to 

tackle four or five specific topics during 

quarterly meetings. “The process spurs a 

robust discussion and dialogue about the 

sum of the risks at the board level and at 

the executive management level,” she 

said. 

©2014 APQC ALL RIGHTS RESERVED 

The survey results show a relationship between (a) the frequency of review of actions items generated to mitigate 

identified risks and (b) the effectiveness with which new risks are spotted. 

The LEGO Group began building its ERM program in 2007. Læssøe and several senior colleagues developed a 

sound methodology for assessing the likelihood of a risk scenario; it reveals Læssøe’s appreciation for the way 

busy managers think. For example, once he develops a quantified forecast for a given risk scenario (e.g., a mainstay 

product line could begin to lose appeal with consumers and annual revenue growth could be impaired), he studies 

the likelihood of that happening. He used a five-by-five impact scale, in which a very high likelihood equals a 90 

percent chance of occurring, high is 30 percent, medium is 10 percent, low is 3 percent, and very low is 1 percent. 

“The reason we did this,” Læssøe said, “is that people can more easily distinguish between these percentages.” 

Beyond that, strategic risk management has enabled the LEGO Group to document how risks interrelate, a 

practice that many organizations are just now trying to sort out.  
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Exxaro’s Saret Van Loggerenberg stresses the importance of thorough training when building an ERM program. 

The company uses “governance, risk, and compliance” (GRC) when referring to what this report calls ERM. She 

trained employees and managers on the risk management process and analysis methodology before she 

implemented SAP’s risk management and process control solutions. Van Loggerenberg said that she launched 

Exxaro’s systems training with “a business process recap and methodology recap” and used terminology that risk 

owners were familiar with. She conducted nearly 50 sessions in the corporate office and at least four sessions at 

every business unit. Additionally, she worked to ensure that an e-learning training tool was available for people to 

simulate risk reporting. The workshop sessions also aimed to describe and embed a common risk language. 

The LEGO Group continually drives a common language for risk management. All project managers undergo 

training in risk management with Læssøe. There are three levels of project intensity: 

 Small projects 

 Strategic projects that do not get approved without a business case (and are thus vetted for inherent risks and 

opportunities) 

 Strategic growth plans that have had what Læssøe calls their “must-win battles” identified 

Those in the third group must have formal business cases and be supported by Læssøe and his team. Even if the 

project manager has received some training in risk management, the strategic risk management team must be 

involved. 

TRAIN BOARD MEMBERS, MANAGERS, AND OTHER KEY STAKEHOLDERS TO USE A 

COMMON VOCABULARY AND SET OF CONCEPTS THAT FACILITATE SOUND RISK         

IDENTIFICATION AND MANAGEMENT 
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APQC research shows that ERM is in its early stages 

at many organizations. The survey findings indicate a 

significant process weakness: 43 percent do not have 

an ERM process owner who updates the board 

regularly about shifts in the lineup of risks that are 

large enough to disrupt strategic intent.  

In contrast, the 57 percent who are careful to do so 

feel confident when it comes to identifying emerging 

risks that could disrupt strategic initiatives. 

 

The confidence comes from regular, well-structured, 

and robust conversations among board members—

with senior managers and the ERM process owner 

present—about the desired balance between risk 

versus reward, events or situations that could tip that 

balance, emerging risks, and so on. 

Moreover, when an ERM leader is able to share with 

operating managers what the board and the top 

executives think about a given set of risks, the ERM 

leader gains clout. This becomes an effective 

engagement  

©2014 APQC ALL RIGHTS RESERVED 

BEST PRACTICES STAGE 2: CULTIVATE 

ENSURE THE VISIBILITY OF NEW OR GROWING RISKS 



21 

tool that can prompt a truly thorough conversation 

about risks that operation managers see on a daily 

basis.  

When ERM leaders have a sound process for risk 

assessment and reporting, and when operating 

managers are highly motivated to engage in that 

process, an organization has a well-cultivated core 

ERM process. Beyond that, when this process is 

successful, that organization may in fact be able to 

tolerate more risk than originally anticipated.  

All three case studies offer sound practices for 

monitoring strategic risks and reporting changes in 

the enterprise risk profile to the board and top 

executives. The core objectives involve: 

 structuring the agenda for presentations to the full 

board or a committee of the board so that 

members are updated on the current risk profile 

and have time to engage in brainstorming that 

prompts them to imagine the unimaginable, and 

 giving board members visibility into the right risks 

at the right time. 

In general, board members and senior executives 

should guard against relying too heavily on the 

assumption that somebody is off somewhere working 

on a given risk. Appropriate mitigation steps may in 

fact be underway; nonetheless, it’s the ERM leader’s 

responsibility to ensure that board members and top 

executives are aware of specific risks, new and old, at 

appropriate moments—and that they can ask 

whether the risks are changing in size or impact. 

Amy McDonald of Rockwell Collins concurs. “ERM 

gives board members and top executives heightened 

visibility on risks that otherwise wouldn’t get the 

awareness that they need until it’s too late,” she said. 

BUILD A RISK-INTELLIGENT CULTURE 

The work done at Exxaro to create an integrated 

and standardized enterprise-wide approach to risk 

management has been recognized by the Institute of 

Risk Management South Africa (IRMSA). While giving 

Exxaro the Information Systems Industry Initiative 

Award in October 2013, the IRMSA stated:  

Exxaro realized from the outset that risk 

management is about the improvement of 

risk culture and not necessarily about risk 

analysis [and that] risks should also be 

linked to business unit, departmental, and 

group objectives. They have embedded a 

process that is not compliance-driven but a 

tool that management wants to use 

because it assists in the achievement of 

strategic objectives. 
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Striving to achieve its vision for risk management, 

Exxaro is working hard to break silos not only in 

terms of functional areas but also in terms of 

seniority levels. “Our main vision is to teach people 

that risk management is about proactive thinking in 

every layer of the organization,” said Van 

Loggerenberg. 

To drive meaningful cultural engagement, Van 

Loggerenberg developed a creative way to ensure 

that the board understands the proper use of risk 

management methodology—without outwardly 

lecturing its members. The core ERM team hosts a 

risk management workshop and uses gamification to 

impart training information.  

Van Loggerenberg divides the group into two teams, 

and each team receives a color. She explained some 

terminology and context to the players, and they each 

have 10 minutes to match a risk to its orders and 

consequences. There is a prize at the end for the 

winning team. “We try to make it fun, mainly because 

risk management that becomes too focused on 

checking a box is ineffective,” said Van Loggerenberg. 

At the LEGO Group, Læssøe said that the point of 

meeting with the board and managers is to kick off 

creative brainstorms. He developed an exercise that 

prompts company managers to have practical 

discussions. “We talk about the resiliency of 

managers’ strategic plans,” he said. “We can ask, 

‘What have you done to fold the risks that have been 

identified into your plan in a way that allows you to 

win the important battles?’”  

In contrast, a board-level conversation at a far less 

mature company would involve a rote recitation of 

risks that surprise nobody. (E.g., what do we do if the 

price of energy rises next year?) Leading organizations 

continually engage board members, company 

executives, and risk owners. 
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DEVELOP A WAY TO DEMONSTRATE THE 
POTENTIAL FINANCIAL IMPACT OF A RISK 

Organizations have long been using risk management 

tools to help executives come to consensus on the 

fastest-moving, highest-impact risks that could disrupt 

a company’s strategy or current operating model. 

What's more difficult is quantifying and forecasting the 

potential two- or three-year financial impact 

associated with a significant business risk. (The LEGO 

Group case study is instructive in this regard.) 

APQC finds mounting evidence that ERM leaders who 

have mastered the first two stages of ERM program 

maturity are working to fine-tune models for 

quantification of medium-term financial impact. They 

are developing tools that incorporate the principles of 

continuous, driver-based forecasting. The point is to 

shape the enterprise risk profile with fact-based 

inputs that augment group opinion. Moreover, some 

best-practice ERM leaders are trying to clarify how 

much shareholder value could be at stake along a 

multi-year forecast horizon if a major risk 

materialized.  

Why the urgency around this now? During the recent 

recession, many organizations determined that long-

standing risk management approaches were 

inadequate when it came to assessing risk to 

shareholder value generation. The historical concepts 

and languages of risk grew out of internal audit and/or 

risk transfer. Typical questions would be:  

 Do we have internal control weaknesses (read: 

some frauds or innocent errors could slip through 

the cracks)? 

 If we see a currency risk emerging, can we put on 

some financial hedges to minimize our likely 

exposures? 

 

Today, large organizations still ask those questions, 

but they also attempt to get a granular look at the 

shareholder value at stake given various scenarios. In 

conversation with APQC members at the very early 

stages of this research effort, the research team 

documented a powerful example of how board 

members and senior executives have been influenced 

by the recent recession.  

A major power company in 2008–09 realized it had 

contractual obligations to a large municipality that was 

in danger of losing its access to working capital. The 

worry involved a possible credit rating downgrade of 

the city’s debt securities. If that happened, the city’s 

lenders might suddenly shut off its access to short-

term credit, and the city would be unable to pay the 

power supplier. The power company, however, 

would still have to meet its contractual obligations. 

The CEO, the CRO, and the audit committee of the 

board decided that, because the organization was still 

contractually required to deliver power, they would 

quantify the risk to its revenue stream under various 

default scenarios for the city.  

When it comes to risk evaluation techniques, APQC 

expects to see more of this work. According to the 

2014 AFP Risk Survey, which was fielded by the 

Association of Finance Professionals and Oliver 

Wyman, the most common risk analysis tool used by 

large companies is scenario analysis (69 percent of 

survey responders).8 The two next most common are 

sensitivity analysis (64 percent) and net present value 

(61 percent). The type of value-at-risk models 

common among large financial institutions is used by 

just 35 percent, but it is reasonable to expect this 

percentage will grow in the next few years as the 

appetite for this type of insight grows.  
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The APQC survey showed that 61 percent of 

organizations have senior leaders that attempt to 

quantify how much loss or opportunity a major risk 

could potentially generate. 

Whatever tools or combination of tools are used, the 

goal is to know what would happen to an 

organization’s financial performance and its 

marketplace agility if a major customer, supplier, or 

capital provider became financially impaired—or if 

consumer demand for an important product line 

began to wither. Testing out the likelihood and 

potential impact of various risk scenarios can help to 

clarify an organization’s exposure to potentially 

hobbling risks. The idea is to run various scenarios, 

understand their nuances, and develop contingency 

plans that include risk mitigation steps in the event a 

risk occurs. Obviously, being articulate about the 

quantifiable extent of a risk exposure is much better 

than saying, “We just don’t know.”  

 

ENSURE THAT STRATEGIC PLANS            

INCLUDE ACTION ITEMS TO ADDRESS 

IDENTIFIED RISKS 

It’s not enough for risk managers to build a risk 

register every year and keep it up-to-date. The 

stretch goal is to have an ERM process that 

systematically generates insights about the adequacy 

of risk mitigation plans that are—or should be—

included in the latest iteration of an organization’s 

strategic plan. 

The LEGO Group is strong in this regard. The explicit 

management of strategic risks helps the company 

avoid value erosion as well as drive value creation. 

Læssøe said that risk management helps the company 

avoid wasting financial capital on, for example,  a 

product that children have grown bored with. The 

ERM process at the LEGO Group strives to help 

business units analyze the risks inherent in their 
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strategic plans and find ways to leverage the 

corresponding opportunities.   

Læssøe said that risk leaders cannot own the risk 

because they do not own the strategy. “If you are a 

treasury manager, then you own the currency risk 

and can act based on strategies and policies you’ve 

basically written yourself,” he said.  

What risk leaders can do is ask the leaders at the 

front lines what they are doing about risk, why they 

think that a particular mitigation strategy will work, 

and who will take which mitigation steps in various 

locations. 

During these conversations at the LEGO Group, 

Læssøe asks the managers to use a 1–5 scale to help 

them think through the maturity of their mitigation 

strategies. The idea is to get a senior manager to 

focus on the viability of risk mitigation scenarios and 

action plans. Læssøe said that these front-line leaders 

are extremely busy and are focusing on multiple 

things at once. He has a limited amount of time to get 

their attention and delve into the nuances of each risk 

and each mitigation plan. But he does succeed in 

gaining an understanding that helps to clarify where 

maturity level risks of different priorities may reside. 

LEVERAGE TECHNOLOGY FOR                
UNIFORMITY, COLLABORATION, AND 
RISK CORRELATION 

One of the more challenging items on the ERM 

leader’s plate is developing a way to provide managers 

and senior executives with a single, unified 

perspective on the strategic risks that span the 

enterprise. Why? Without that single version of the 

truth, it can be difficult to monitor risk dependencies 

and correlations (i.e., the ways in which specific risks 

may be influencing the size or speed of other risks in 

the enterprise-level portfolio). Although a risk might 

seem harmless in isolation, it could deliver a 

significant blow to a company when combined with 

related risks. Hence, there’s the need for a single view 

of risks in relation to each other.  

 

Exxaro offers a clear illustration of how a dedicated 

software solution helped to drive uniformity, 

collaboration, and risk correlation. Today, using SAP’s 

governance, risk, and compliance module as the 

company’s standard risk management platform, the 

organization can encourage a shared risk intelligence 

that enables consistent approaches to situation 

analysis and response. In the past, different 

methodologies had cropped up to cope with function-

related risks. “Finance had a high-level risk assessment 

that was done annually to ensure that we comply with 

legislation and license requirements,” said Van 

Loggerenberg. “Safety risk management followed its 

own methodology, definition, and terminology. We 

had an operations methodology that was also 

completely different, and we had a separate project 

risk management methodology, as well.” 

Exxaro can now visually depict identified risks with 

color-coded heat maps generated by the system. The 

software also enables access to reports such as the 

“risk per page report” that provides full details on a 

specific risk. This report is used at the strategic and 

operational level and sets out: 

 the risk owner, 

 root causes relating to the risk, 

 potential impacts, 

 inherent and residual risk scores, 

 the risk’s position on the heat map, 

 controls relating to the risk, 

 effectiveness of the controls, and 

 the control owners. 

Today, there is a high level of coordination at Exxaro. 

“People across functions, departments, and business 

units can have conversations about risks with different 

viewpoints on impact and different thoughts on 

probability of risk,” said Van Loggerenberg. 
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The point is that when people see that a risk has been logged into the system, they are on alert, “so no matter 

whether you are assessing at a business unit or corporate level, if you see risk raised, you know that you need to 

pay attention,” she said.  

By implementing this change, Exxaro has been able to compare things across the enterprise much more easily. 

“We are able to look at one risk across multiple business units and multiple projects," Van Loggerenberg said. And 

that’s where the true value lies: people can collectively grow the culture’s risk intelligence. 

SUMMARY 
ERM is a nascent managerial tool in many sectors. APQC has received a number of recent inquiries asking how to 

get an ERM program started and what sound process models look like. The organizations in this report provide 

great examples. 

ERM leaders must help board members and decision makers gain clarity on the nature and extent of the risks that 

are acceptable—indeed, desirable—in the pursuit of strategic objectives. It's key to drive productive conversations 

about strategic risks—not only risks in a strategy, but also risks that could throw obstacles in the way of strategy 

execution. As ERM leaders tend to say, “We want to play offense as well as defense.” 
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Rockwell Collins Inc. is a global company head-

quartered in Cedar Rapids, Iowa. The organization 

primarily provides avionics and IT systems and 

services to governmental agencies and aircraft 

manufacturers. It also provides flight simulation and 

training, as well as navigation and surveillance systems. 

The company has two primary segments: commercial 

systems (avionics and in-flight entertainment systems 

for commercial aircraft) and government systems 

(airborne/ground/shipboard communication systems 

with military applications and overhaul services). In 

2013, the company generated $4.6 billion in revenue. 

It operates in 27 countries. 

Rockwell Collins participated as a sponsor in the last 

study APQC did on enterprise risk management 

(ERM).1 In addition to being an active member of 

APQC, the organization is deeply committed to 

process improvement. With that in mind, APQC 

reached out to the risk management professionals at 

Rockwell Collins for this report.  

Rockwell Collins’s ERM program has been carefully 

tailored to fit a culture that can be described as highly 

programmatic, akin to the military. This case study 

illustrates best practices concerning engaging its board 

of directors in identifying and addressing risks that 

truly deserve the ERM designation (i.e., risks so 

significant that, if materialized, could disrupt the 

enterprise’s strategic intent). This case offers nuanced 

thinking by the ERM process drivers—they know why 

some people in operations are resistant, and they are 

steadily building capabilities for overcoming those 

biases.  

APQC spoke with the two ERM process drivers, Amy 

McDonald, the vice president of internal audit and 

general auditor at Rockwell Collins, and Helen 

Romanowsky, Rockwell Collins’s enterprise data 

governance manager. McDonald reports to the CFO; 

Romanowsky reports to the manager of internal 

controls and compliance. In addition to serving as the 

ERM process owner, McDonald oversees a 20-person 

internal audit staff. Romanowsky is in charge of the 

enterprise data governance office, in addition to her 

ERM process support role.  

VISION AND STRATEGY 

ERM at Rockwell Collins, said McDonald, is designed 

in large part to help executive management and the 

board carry out the risk oversight role. “ERM is for 

the purpose of reporting complete and correct 

information to executive leadership and the board of 

directors and heightening the visibility of important 

risks,” she said. 

To do this, McDonald, with support from 

Romanowsky, works to diplomatically challenge and 

influence the culture of operations management so 

that managers succeed in identifying those risks that 

ought to be visible to board members. 

A risk-conscious culture already pervades the 

company, but Rockwell Collins’s ERM leaders work to 

enlighten all managers by broadening their perception 

of risks so that they effectively distinguish between 

operational and strategic risks. The risk leaders also 

focus on consciousness-raising around heretofore 

unknown or not-yet-experienced risks. 

The board at Rockwell Collins creates its ERM vision. 

The program provides board members with risk 

identification, risk assessments, and reporting 

processes so that important risks ultimately get the 

visibility they need. When it comes to distinguishing 

between operational and strategic risks, Rockwell 

Collins leadership labels the risks that it finds as 

strategic and checks against its strategic plans.  

“We may have risk in a contract, but what about the 

strategic risks that could destroy the business?” This 

is the type of challenge question McDonald might float 

when addressing business unit decision makers. In all, 

she said, ERM “makes the invisible visible.”  
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The CEO explained to McDonald that he didn’t want 

ERM to be consumed by the strategic planning 

process. McDonald said Rockwell Collins wants to 

keep ERM separate so that it maintains its integrity 

and gets the attention it deserves. However, ERM 

assessments inform the strategy plan reviews 

beginning in the second quarter of the fiscal year.  

Rockwell Collins uses two types of councils to 

identify risk. The first is an operations-facing layer 

made up of 10 extended councils. Each business unit 

(commercial, government, international, and various 

shared services functions) creates a group of four to 

eight individuals. Each extended council identifies risks 

and reports its assessment to a core enterprise risk 

council, which consists of senior representatives from 

each business unit and shared services organization.  

The enterprise risk council then reviews and assesses 

a portfolio of up to 50 key risks. This collective 

review helps to ensure a practical discussion about 

consistency in risk ranking and gaps, if any. McDonald 

makes an annual presentation on this portfolio to the 

senior leadership council and to the board of 

directors. The entire process facilitates a robust 

discussion among all board members. 

The extended councils typically have a chairperson 

who deals with risk management in his or her 

particular business unit or shared service. This chair 

reports his/her organization’s set of risks to the 

enterprise risk council and is the single point of 

contact for enterprise risk management in his or her 

unit. Effectively, this allows the enterprise risk council 

to influence the chairperson, who in turn has 

influence over the extended council and can get the 

right people mobilized at the right time to focus on 

risk identification and mitigation strategies in what 

Romanowsky called “a well-cadenced manner.” These 

councils are accountable for ensuring that action 

items get done. 

At least 25 percent of the extended councils’ chairs 

rotate each year. McDonald meets one-on-one with 

 ROCKWELL COLLINS’S ERM STRUCTURE 
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each new chair to train them in ERM concepts and 

language. According to McDonald, it is important that 

the incoming chair understand his or her new role 

and what goes along with it—namely, his or her 

duties in ERM. Each chair is made to understand that 

ERM is implicit in the job—it is not a mandate from 

above, but an integral part of the job’s function.  

“The chairs own some of the risk. Each would say, ‘I 

manage the ERM process for my business,’” said 

McDonald, adding that “the extended councils own 

the risk by default.” Nevertheless, one can see why 

the work done by McDonald and Romanowsky arise 

appreciated by the company’s top executives and 

board members. The organization's ERM process—

which escalates a risk portfolio to the top of the 

organization—provides value essentially because it 

heightens risk awareness and acceptance by people at 

the front lines. When operating managers come to 

understand what worries the board, these managers 

get to work on building effective mitigation strategies 

that are carried out with the support of the extended 

risk councils.  

TRAINING AND CONSISTENT                  

TERMINOLOGY 

McDonald trains the incoming chairs on the 

organization’s terminology, risk ranking, risk 

assessments, matrices, and board assessments. 

Additionally, McDonald conducts an annual kickoff 

with the extended council chairs, which takes them 

through the materials for ERM—somewhat like a 

training package—in order to introduce them to a 

consistent terminology and urge them to think 

differently, talk about what a black swan hunting event 

might include, and so on. 

BOARD INTERACTION 

Rather than presenting the board of directors with of 

a laundry list of risks every year, McDonald gives the 

board a portfolio view of enterprise-wide risks. 

Additionally, McDonald and the specific subject 

matter experts meet with the board every quarter to 

take deeper dives into more specific risks. 

“The way we cadence our ERM is really on an annual 

cycle. Each year I report out to the board, and we use 

the risks in that report as jumping off points,” said 

McDonald. Every September McDonald gives the 

board a full risk update, during which the members 

receive the portfolio of risks. They use the portfolio 

to build the board calendar for the year, which the 

audit committee then approves. McDonald uses this 

calendar to tackle four or five specific topics during 

quarterly meetings. 

“The process spurs a robust discussion and dialogue 

about the sum of the risks. Good conversations occur 

at the board level and at the executive management 

level,” she said.  

For example, in the wake of the Japanese tsunami, 

many global companies wanted to reassess their 

sourcing models. Rockwell Collins’ executive 

management team challenged the historical risk 

tolerance associated with specialized test equipment 

and requested a deep dive to assess the risk and 

quantify the exposure or cost to mitigate.  

Another best practice at Rockwell Collins is the way 

in which the ERM program gives the board visibility 

into risks at precisely the right time. Employees at the 

operations level typically assume that someone else is 

working on risks that they cannot see, so ERM’s role 

is to give the board a view on what is escalating and 

could be at risk of becoming larger than originally 

identified, beyond the point at which everything 

seems to be fine because it is being handled 

elsewhere. 

ERM’s main function within Rockwell Collins is to give 

heightened visibility to risks that otherwise would not 

get the awareness necessary to address them until it’s 

too late. “There are risks that everybody knows 

about, but they just assume somebody’s off working 

on it. And that assumption is absolutely spot-on. But 

ERM gives visibility where needs to be. We heighten 

the awareness to the leadership—board members see 

huge value in that,” said McDonald. 

The board at Rockwell Collins is made up mostly of 

former CEOs, who are often engineers. Although 

ERM did start out as a grassroots effort, legislation 

such as the Dodd–Frank Act and new SEC proxy 

disclosure requirements, which peg the board with 

personal responsibility for sound risk disclosures, 

have led to the board’s desire to strengthen its risk 

oversight. “It’s clear now that the board views ERM as 

the main vehicle that allows them to perform the risk 

oversight function,” said McDonald.  
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ENGAGE CULTURE/DEVELOP RISK         

INTELLIGENCE 

One of Rockwell Collins’s best practices is its keen 

understanding of the organization’s current culture 

and how to approach it with new ERM practices. 

“Rockwell has a strong culture of risk management,” 

said McDonald, “and that is probably our greatest 

strength and our greatest weakness. We have a 

programmatic approach to everything we do, so 

integrating ERM into our processes has been 

difficult—there is a perception that we already 

manage risk really well.” In fact, the permeation of 

risk consciousness has some down sides. “I think our 

biggest strength is our conservative and risk-minded 

culture, but this has also created a little bit of 

resistance to the new ERM processes,” she added.  

Romanowsky said that extended council members 

sometimes require a link to an enterprise risk view, 

which they try to provide via deep dive discussions. 

“Some of the biggest culture-building challenges are 

found in our effort to go from silo views to an 

enterprise view,” said Romanowsky. 

McDonald said that a new effort is underway to help 

the extended council chairpersons become even 

more engaged in conversations about the enterprise 

risk portfolio.  

CONTINUOUS IMPROVEMENT 

Looking forward, the organization would like to make 

the enterprise risk identification process more 

creative and employ what McDonald called “flavor of 

the day” exercises to keep risk in the front of leaders’ 

minds. “If you change the message from time to time, 

it becomes a bit more interesting and more people 

want to get involved,” she said.  

Rockwell Collins plans to implement a survey function 

in addition to the risk identification process, which 

McDonald hopes will help generate a greater breadth 

of input on issues that are not coming to the surface 

but perhaps should. 

One plan involves identifying specific functional 

risks—for example, those involving IT, intellectual 

property, or HR. The idea is to have regular meetings 

in which the owners of those function-specific risks 

from multiple extended councils gain a cross-unit 

perspective on shared exposures.  

LESSONS LEARNED 

According to Romanowsky, engaging managers 

without overwhelming them with new responsibilities 

“is absolutely one of our top difficulties here.”  

The ERM program itself is not integrated directly into 

what management already does; it’s just one more 

thing they have to do, according to Romanowsky. 

“The ERM team needs to make it valuable for them to 

participate.” 

To do this, risk leaders take away as many of the 

administrative tasks as possible and are working to 

integrate ERM processes into management’s daily 

responsibilities. 

SUMMARY 

One of the most distinctive qualities of Rockwell 

Collins’s ERM program is its commitment to 

heightening awareness of board members on risks 

identified by operations. The ERM program is tailored 

to fit the culture of the organization, both in cadence 

and in ability to reach those more resistant to a new 

risk management program. 
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The LEGO Group is a privately held company based 

in Billund, Denmark. The Kirk Kristiansen family 

founded the firm in 1932 and remains the owner to-

day. The LEGO Group is engaged in the development 

of children's creativity through playing and learning. 

Based on the world-famous LEGO® brick, the compa-

ny provides toys, video games such as those based on 

the Star Wars and Harry Potter film franchises, and 

teaching materials for children in more than 130 

countries. The company most recently made head-

lines with its release in the Unites States of “The Lego 

Movie,” a feature-length animated film starring actors 

made out of tiny bricks. Taking in almost $70 million 

in its first weekend showing, “The Lego Movie” is set 

to spawn a video game as well as construction toy 

kits sold in retail stores. The LEGO Group has ap-

proximately 12,000 employees and is the world's sec-

ond largest manufacturer of play materials. 

RISK MANAGEMENT AT THE LEGO GROUP 

APQC’s enterprise risk management (ERM) survey 

shows that two out of three companies do not sys-

tematically ensure that strategic risks—once identi-

fied—influence the adjustment of strategic plans and 

execution thereof. A reasonable explanation for this 

stems from the fact that most companies are still 

making their way up the maturity ladder of ERM. The 

typical ERM program identifies strategic risks, but 

that’s as far as it goes. ERM usually does not have a 

front-end, systematic influence on strategic plan re-

finement. 

Then there is the LEGO Group. This company is 

clearly ahead of the pack when it comes to the inte-

gration of strategic risk management and strategy 

management.  

The crux of its business strategy calls for constant 

innovation to stay ahead of ever-changing customer 

preferences and needs. One way the company does 

this is by engaging customers in creative ways to gain 

inspiration for new product development. The com-

pany strategy calls for the thoughtful expansion of 

existing markets and development in emerging econo-

mies. 

This case study shows how the LEGO Group’s strate-

gic risk management processes—and its devotion to 

maintaining a high level of risk intelligence among 

business unit professionals—lets it play both offense 

and defense.  

THE LEGO GROUP’S RISK MANAGEMENT 

VISION 

APQC interviewed Hans Læssøe, the senior director 

of strategic risk management. He first joined the 

LEGO Group in 1981 as an IT systems programmer 

supporting production planning. Over time, he held 

senior positions in manufacturing capacity planning 

before becoming the director of staff and financial 

controlling for the company’s development organiza-

tion. In 2006 he started building the LEGO Group's 

strategic risk management function, which he still 

leads. As such, he has oversight of strategic risk man-

agement, as well as the management of other risks 

covered in conventional ERM programs. He joined 

the organization's newly formed corporate risk and 

business compliance group in early 2013 and received 

his latest title. 

The LEGO Group’s risk management has evolved 

over the past seven years. The organization’s 2006 

ERM program encompassed a range of discrete and 

operational focal points such as IT, finance, and oper-

ations. But strategic risks were not treated in a struc-

tured and consistent fashion. Today, Læssøe defines 

strategic risks as “the risks that could impact our 

strategy or the implementation of our strategy. It’s 

about understanding very well why we’re moving in 

the direction we are moving and—given our tar-

gets—seeing from a risk management point of view 

things that could hit us.” 

The explicit management of strategic risks helps the 

company to avoid value erosion, as well as drive value 

creation. On the one hand, Læssøe said, risk manage-

ment helps the company avoid wasting financial capi-

tal, such as spending money to rescue a product with 

which children have grown bored. (He points out that 

children’s taste in toys is fashion-driven.) On the oth-

er, risk management at the LEGO Group strives to 

THE LEGO GROUP: EXPLICIT MANAGEMENT OF       

STRATEGIC RISKS 
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help business units analyze the risks inherent in their 

strategic plans and find ways to leverage the corre-

sponding opportunities.  

A VALUE AT RISK SENSIBILITY 

The evolution of risk management was sparked by the 

arrival of a new CFO in 2006, an executive who came 

from a large Danish bank. “As such, he had a sensibil-

ity about value at risk,” said Læssøe. “He said we 

needed strategic risk management, and I had not 

heard that phrase before.”  

The CFO asked Læssøe to figure out how to create 

the processes needed to manage strategic risks. “I 

literally started Googling ‘strategic risk management,’” 

said Læssøe. “I started looking for frameworks, and I 

got some help from various people here.” He realized 

that the LEGO Group already had a lot of focus on 

risk at the operating level. For example, “What do we 

do if a machine breaks down? We have processes to 

control that. On the currency side, we have process-

es to control foreign exchange risk. And so forth and 

so on.”  

Læssøe said his eyes were opened when he came 

across a report that “showed that the major reasons 

companies stumble and lose value is they experience: 

a loss of demand for their products, botched mergers 

and acquisitions, or competitive infringement on their 

core market. The most crucial to us is loss of de-

mand,” said Læssøe.  

In the early 2000s, Læssøe served in a financial con-

trolling position. “Between 2002 and 2004 we lost 30 

percent of our sales because we missed out on 

matching consumer demand for a product that be-

came popular.” 

Læssøe realized that this was what strategic risk man-

agement is all about for the LEGO Group. He realized 

the LEGO Group did not have a systematic approach, 

and that realization showed him where he next need-

ed to head. 

 

 

 

CRITICAL THINKING ABOUT RISK          

SCENARIOS 

The following example offers important lessons, de-

scribing how the LEGO Group first identified and 

then assessed its most important strategic risks.  

Læssøe convened a group of about 30 people in the 

company who he knew to be curious thinkers: prod-

uct developers, lawyers, marketers, etc. These were 

people who impressed him with their natural ability 

to think strategically. 

Læssøe said: “If you ask senior executives about risk, 

you get a cloudy view. They used to be specialists, but 

now they are generalists. So you have to speak to the 

people who know what planning means and are will-

ing to get their hands dirty.”  

Læssøe had to understand the end-to-end process of 

strategic risk management and wanted to take a pic-

ture of the business systems as a whole to under-

stand: 

 what comprises product development and 

competitive pressure, 

 what comprises the operating environment, and  

 what drives consumer demand. 

He then turned and focused on supporting functions: 

“These are the boxes I had to have represented in 

our collective brainstorming sessions about strategic 

risks to the company.” In these boxes were all sorts 

of specialists, including people who focus on product 

concept, pricing, logistics, sales, consumer marketing, 

global standards, legal issues, finance, HR, and IT—

people who have their hands on the levers of daily 

business operations. 

During a half-day brainstorming session aimed at risk 

identification, Læssøe and his group came up with 

more than 250 risk candidates. They then narrowed 

that amount down to about 90 (largely by eliminating 

overlaps and duplications) to determine that on which 

to focus. They asked questions such as: “What would 

we do if a regulation changes and we cannot use XYZ 

materials in products anymore? What would we do if 
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there was a trade war between the United States and 

China? What if a key product line doesn’t spark the 

interest of the next generation of game-playing chil-

dren?” 

Next he worked with two other long-tenure execu-

tives who also knew the company and its business 

rhythms inside and out. The objective was to deter-

mine the potential financial impact and likelihood of 

each of the strategic risks identified. Læssøe stressed 

the importance of driving a consistent basis for finan-

cial quantification and, in this step, only involved peo-

ple who are well-acquainted with revenue forecasting. 

The team of three spent several days systematically 

reviewing each risk. “We asked ourselves: What is 

the likely revenue impact given a certain scenario? 

Why do we think so? How did we get to that num-

ber?” said Læssøe. 

Læssøe said that they had a micro-scenario for each 

particular risk. “Let’s say the Stars Wars [product 

line] drops to the extent that we will lose three quar-

ters of its sales over just a few of years. Once we’ve 

got that quantified forecast, we can ask, ‘What is the 

likelihood of that happening?’ I decided a three-by-

three impact scale was not good enough. We went 

with a five-by-five scale, from very low to very high.” 

A very high likelihood equals a 90 percent chance of 

occurring, high is 30, medium is 10, low is 3, and very 

low is 1 percent. “The reason we did this,” he said, “is 

that people can mentally distinguish between these 

percentages.”  

Læssøe reasoned that it doesn’t matter to a manager 

who is going to be inclined to take the exact same 

step at 40 percent as he/she would at 20 percent. The 

same logic applies to the space between 60 percent 

and 90 percent.  

The next step was to develop processes for mitiga-

tion planning and execution. Læssøe and his col-

leagues held discussions with the senior managers 

responsible for each risk. The point was to get their 

feedback on his team’s risk identification, risk proba-

bility under various scenarios, and the estimated fi-

nancial impact of each risk. Læssøe then drove con-

versations about prioritizing the list and documenting 

mitigation actions. 

In the six years since the launch of strategic risk man-

agement at the LEGO Group, these processes have 

been continually refined. 

MITIGATION MATURITY 

Today the LEGO Group documents risks interrela-

tions as well as a mitigation maturity. Læssøe said that 

risk leaders cannot own risk if they do not own the 

risk strategy. “If you are a treasury manager, then you 

own the currency risk and can act based on strategies 

and policies you’ve essentially written yourself,” he 

said.  

But he can ask the leaders at the front lines: “What 

are you doing about this? Also, why do you think do-

ing that is going to work? And do you know who is 

going to take mitigations steps in Europe and in, say, 

the U.S.?” His approach involves teasing out the logic 

of their mitigation strategies. 

During these conversations, Læssøe uses a 1–5 scale 

to help leaders think through the maturity of their 

mitigation strategies. The idea is to get a senior man-

ager to focus on the viability of risk mitigation scenari-

os and action plans. Læssøe said that these front-line 

leaders are extremely busy and are focusing on multi-

ple things at once. “I have a limited amount of time—

like six minutes—to get his attention on the nuances 

of each risk and each mitigation plan," he said. "From 

this, we get an understanding that said a first-priority 

risk must be mitigated at a maturity level of four.”  

For example, the company’s factory in Monterrey, 

Mexico is a vital facility. “We simply can’t have that 

factory burn to the ground and then have somebody 

say that they don’t know what to do about it.” Know-

ing the level of maturity required for this risk allows 

for quick action to be taken to mitigate damage to the 

organization’s bottom line. 

PREPARING FOR UNCERTAINTY 

When the time comes for two-year strategic planning, 

Læssøe conducts a half-day workshop with the lead-

ers of each business unit called "Preparing for Uncer-

tainty." In most cases, the units have developed their 

strategic plans beforehand, and Læssøe walks them 

through their plans with a perspective on strategic 
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risks. “We aim to identify the two most pressing un-

certainties they have to deal with, given their plan," 

said Læssøe. "Then we have them define four plausi-

ble scenarios and try to figure out the issues that may 

arise. We then talk about what we could do in each 

case in terms of mitigation.”  

One example of such uncertainty for the LEGO 

Group is tied to the explosive growth of mobile 

phones over the past three years. Læssøe said, “So 

we ask ourselves, ‘What does this cell phone growth 

mean for us? How can we make an opportunity out of 

this?’” 

Læssøe provides an additional illustration of this chal-

lenge. Imagine how many eight-year-olds will have 

mobile phones by 2017. “Now consider that these 

phones will probably be free of charge and banner-ad 

sponsored,” he suggests. “What will this do to chil-

dren’s play? They will not understand that the game 

they are playing [is not connected to the iPad]. So, if 

we can feed this shift in the consumer experience in 

stronger and better ways than our competitors do, 

then we can gain have strategic advantages.” 

Læssøe said that his workshop allows company man-

agers to have practical discussions. “Now we can talk 

about the resiliency of their strategic plans, if the 

world changes in a different direction than the one 

you planned for," he said. "We can ask, ‘What have 

you done to fold these identified risks into your plan 

in a way that allows you to win the must-win bat-

tles?’” 

After the scenario and mitigation conversation, the 

LEGO Group prioritizes the risks using the “park, 

adapt, prepare, and act” (PAPA) model. This assists 

managers in prioritizing their strategic responses giv-

en a risk’s likelihood of occurring and its speed of 

change. “Slow-moving risks with a low likelihood of 

occurrence get parked, but not forgotten. Slow risks 

with high likelihood are items to which the managers 

will have to adapt. Then there are ones with a low 

likelihood, but would nonetheless quickly become a 

big challenge if they materialized. These need contin-

gency planning and careful monitoring. Finally, there 

are the emerging issues that are most likely to materi-

alize and can accelerate quickly. These are issues that 

must be embedded in the strategy to make it success-

ful.” 

 

In addition to the study of strategic risks that accom-

panies the strategic planning process, the LEGO 

Group rolls out its well-codified approach “whenever 

we move into new strategy (for example, opening a 

factory in China) or when we move very far from 

where we know we are strong,” said Læssøe. The 

corporate management team will need to have a new 

strategy documented, and that will include a 

“preparing for uncertainty” dimension. At the project 

level—for example, a new sales approach—the LEGO 

Group leaders insist that related risks be identified. 

The corporate risk and business compliance group, 

founded in 2013 is developing a process to ensure 

that risk mitigation occurs. This group includes staff 

looking at foreign exchange from an antifraud per-

spective, the risk management team, and the head of 

business process control.  

The LEGO Group also has business process control 

professionals in the field that will make strategic risk 

audit plans as well. With those in hand, Læssøe plans 

to confer with the head of business process controls 

and decide which ones should be audited in the cur-

rent year. The point is to ensure that identified risks 

to strategy (and not the run of the mill operating 

risks) are dealt with effectively. 

Finally, the LEGO Group drives a common language 

for risk management. All project managers undergo 

training in risk management with Læssøe, explaining 

the LEGO Group’s three levels of project intensity: 

 small projects; 

 strategic projects that do not get approved without 

a business case (and are thus vetted for inherent 

risks and opportunities); and 

 strategic growth plans that have had their “must-

win battles” identified. 

The projects at the third level of intensity must have a 

formal business case and be supported by Læssøe and 

his team. Even if the project manager has received 

some training in risk management, the strategic risk 

management team must be involved.  

Læssøe said that his team may be directly involved in 

between 20 and 30 projects across the company at 

any one time. 
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SUMMARY 

One of the most compelling lessons to take away from this case study is that Læssøe has been able to elevate the 

value of risk management at the LEGO Group by creating processes that prompt meaningful conversations. These 

are practical, eyes-wide-open conversations about risks and opportunities that the company must identify, address, 

and manage if it’s going to sustain its ability to compete effectively. The consumer products sector, especially one 

that serves the price-sensitive middle-class consumer’s needs and desires for family entertainment, depends very 

heavily on smart, fast, and risk-aware product innovation. The leader of risk management at the LEGO Group 

prompts these conversations in an authoritative but not combative way. 
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Exxaro Resources Ltd. is one of the largest South 

African–based diversified resources groups, with 

interests in the coal, mineral sands, and ferrous and 

energy commodities. Based in Pretoria, Exxaro is the 

second largest coal producer in South Africa, with 

current production of 40 million tons per annum. 

Beyond Africa, the company operates in Europe, Asia, 

and Australia. It is listed on the Johannesburg Stock 

Exchange (the JSE Limited), where it is a constituent 

of the Top 40 and the Socially Responsible Investment 

(SRI) indices. Exxaro was ranked among the top 10 

companies globally by total shareholder returns in 

2012.  

APQC spoke with Saret Van Loggerenberg, Exxaro’s 

manager of risk and compliance, about the 

organization’s risk management strategy and how its 

sustainability goals drive ERM processes. APQC notes 

in its best practices report that Exxaro’s risk 

management program won accolades recently from 

the Institute of Risk Management South Africa 

(IRMSA). 

VISION AND STRATEGY 

For many companies, “sustainability” denotes a 

business strategy that drives long-term corporate 

growth and profitability by mandating the inclusion of 

environmental and social issues in the business model. 

Exxaro adds several key dimensions. For Exxaro, 

sustainability creates and maintains the conditions 

within five capitals (natural, human, social, 

manufactured, and financial) so that the organization 

can prosper and grow via monitoring of compliance, 

risk, material issues, reporting requirements, and 

competitive opportunities.1  

GRC is a “management system to ensure you exist in 

the future,” Van Loggerenberg said. “It calls for clear 

roles, responsibilities, and effective decision making, 

along with transparency, accountability, and integrity 

across all internal stakeholders, from the board and 

executive committee level, all the way to the 

individual risk owners.”  

The point is to ensure resilience that benefits all 

stakeholders. This approach also helps to achieve 

something very important: “integration between 

enterprise and operational risk management to 

ensure a uniform and effective risk culture. That 

means that proactive thinking is instilled at the 

strategic, tactical, and operational layers of the 

organization. This kind of thinking ensures that your 

strategy remains flexible to negotiate the storms of an 

ever-changing business landscape,” said Van 

Loggerenberg. 

EXXARO RESOURCES LTD.:  A MANAGEMENT SYSTEM THAT 
ENSURES RESILIENCE 

Exxaro’s ERM strategy calls for proactive and effi-

cient governance, risk, and compliance (GRC), 

which, according to Van Loggerenberg, requires: 

 adopting a culture of sound governance, roles, 

and responsibilities that are clear, ensuring that 

everyone knows who takes which decision where 

(i.e., having the right mandates) and holding 

employees accountable in the event that issues 

arise; 

 GRC working as a single entity in order to 

harness synergies, drive optimization through 

lessons learned (and ultimately save costs), and 

enforce accountability; and 

 utilizing technology to enable efficiencies and 

effectiveness. 

1 Source: A presentation by Saret Van Loggerenberg: “How Exxaro Sustainably and Proactively Manages Internal and External Threats with 

SAP Risk Management and SAP Process Control,” November 2013, conference organized by Wellesley Information Services Inc. 
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THE BENEFITS OF A STANDARDIZED  PROCESS  

Van Loggerenberg, a lawyer and former management consultant, had previously served as Exxaro's assistant 

company secretary but took up her current role in 2012 after leading a three-year, company-wide process 

reengineering program that aimed at driving cost effectiveness. Now her focus is on ensuring the company is agile 

and forward-looking when it comes to major business risks.  

“Part of what I needed to do when I took on my current role was to look at how we did GRC and to determine 

how we can make our GRC processes more proactive and able to address future challenges that will come our 

way,” she explained.  

Van Loggerenberg stressed the value of having a “standardized, company-wide risk management process that 

ensures that the GRC activities carried out in all business units functions, and all the way up to the board level, are 

not just ‘check a box exercises.’ What we must have is a GRC process that is totally integrated into our 

sustainability framework.”  

The work done at Exxaro to embolden an integrated and standardized, enterprise-wide approach to risk 

management has been recognized as a best practice by the IRMSA.  

When awarding Van Loggerenberg with the Risk Initiatives Award in Information Systems in October 2013, the 

IRMSA stated:  

“Exxaro realized from the outset that risk management is about the improvement of 

risk culture and not necessarily about risk analysis [and that] risks should also be linked 

to business unit, departmental, and group objectives. They have embedded a process 

that is not compliance-driven but a tool that management wants to use because it assists 

in the achievement of strategic objectives.” 

LEVERAGING TECHNOLOGY  

Exxaro is an instructive case on several levels, especially due to its use of SAP’s risk management and process 

control solutions.  

These software modules, said Van Loggerenberg, help to foster enterprise-wide collaboration and risk intelligence, 

as well as ensure accountability, transparency, and business efficiency in all levels of the organization. The software 

allows the organization to efficiently organize, report, and manage standardized concepts and actions related to 

GRC and sustainability.  

Exxaro’s vision for ERM—to manage internal and external threats—means harmonizing business, civic, and 

environmental needs and obligations in order to enable the organization to make positive social and economic 

contributions to its community. Exxaro works to support what is known as the “triple bottom line,” which differs 

from traditional reporting frameworks because it includes environmental and social measures.3 The concept 

figures prominently in the way Exxaro does business. 

 

2 Timothy Slaper & Tanya Hall. “The Triple Bottom Line: What Is It and How Does It Work?” Indiana Business Review, 2011: 4–8.  
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Risks are found in all of the above and must be 

managed across all five capitals. 

 

The Exxaro presentation mentioned above explained 

that the SAP solutions make it practical to tie 

forecasts and risks. 

Exxaro does this by: 

 integrating enterprise and operational risk 

management to ensure a uniform and effective risk 

culture; 

 ensuring effective policy management in the 

organization, which in turn contributes to clear 

allocation of roles and responsibilities; and 

 automatically auditing and reviewing critical 

controls in key business processes to ensure 

business efficiency as well as accountability at all 

levels. 

BREAKING SILOS 

Exxaro looks at risk management as a way to 

promote its resiliency and ability to handle future 

challenges—and the key is Van Loggerenberg’s view 

on the importance of influencing the culture, not just 

developing policies on how risks should be identified, 

sized, and managed. “One of my main objectives has 

been to change the way that people look at risk and 

to break the siloed approach that our organization 

has traditionally followed,” said Van Loggerenberg.  

Exxaro is working to break silos not only in terms of 

functional areas, but also in terms of seniority levels. 

“Our vision is to teach people that risk management 

is not merely checking boxes,” said Van 

Loggerenberg. “It’s about being resilient and proactive 

in every layer of the organization. The board needs to 

ensure that they manage those risks that will affect 

the strategic objectives. The miners need to think 

about the risks at the coal face so that they conduct 

themselves in a safe manner. Asking about risk is 

really about entrenching proactive culture and not 

just taking part in a routine, compliance-driven 

exercise.”  

To do this, she adds, leadership needs to be very 

patient and very determined to make it succeed. “It 

takes time to ingrain these things in the fiber of the 

organization,” said Van Loggerenberg. 

Moreover, this vision and strategy ensures that the 

leadership team gets the appropriate level of 

oversight from Exxaro’s board and that the board 

understands what the appropriate appetite or 

tolerance is for major strategic risks. “I think it’s very 

important to realize that most companies view 

Exxaro refines the triple bottom line into a five capitals model. 

Natural capital —natural resources including water, minerals, and air 

Human capital – human beings, including internal and external stakeholders  

Social capital—internal and external relationships 

Manufactured capital—its business process 

Financial capital—the financial outcome of the interaction of the capitals (i.e., share prices, dividends, 

market capitalization, etc.) 



41 

 

©2014 APQC ALL RIGHTS RESERVED 

operational risk and strategic risk as disconnected 

processes, and I think that’s extremely dangerous,” 

said Van Loggerenberg.  

This is not to say that the top executive team or the 

board needs to dwell on, say, minor hazard risks that 

business unit management is capable of handling. 

Rather, it is important to connect the dots between 

(a) significant threats and responses to those threats 

at the operating level and (b) the long-term strategic 

intent and positioning of the company. Van 

Loggerenberg said, “If you lose that disconnect 

between operational risk and how it affects the 

strategic focus and the strategic objectives of the 

organization, then you lose the ability to proactively 

manage your future.” 

PLANNING, ACTING, AND MONITORING 

One of Exxaro’s major operational risks is the 

availability of water, which is used for coal cutting, 

dust suppression, and pipeline transportation of coal.4 

“Without water, you cannot mine,” said Van 

Loggerenberg, “and South Africa is drought-stricken.”  

The lack of this necessary resource has caused water 

intensity to be labeled as a strategic risk. “If you have 

a number of capital projects that you wish to pursue 

but you do not have water to make those capital 

projects become operational, then you will never get 

a return on investment,” said Van Loggerenberg. 

In accordance with its risk appetite framework—

categorized using the five capital model—Exxaro 

needed to build a risk threshold around water 

intensity to manage its conservation. 

For every measure on Exxaro employees’ balanced 

scorecards, there is a larger strategic objective that is 

measured against the organization’s risk appetite 

tolerance levels. Once any risk becomes significant 

enough, it becomes a scorecard measure. Targets 

such as water intensity5 are attached to the 

performance agreement of every mine manager and 

every regional manager, who are each held 

accountable for the results. 

“We have the water intensity target to ensure that 

our operations are more effective in the way that we 

manage and reuse water so that the water we save 

can also be used to sustain capital projects to pursue 

in that environment," said Van Loggerenberg. "It 

affects everything that we do.”  

USING ONE PLATFORM 

According to Van Loggerenberg, it is necessary when 

implementing any tool—in this case, SAP software—

that an organization maximize its benefit by creating a 

standardized, integrated approach to risk management 

throughout the enterprise. But this can be incredibly 

hard to achieve. Siloed approaches are strengthened 

when organizations manage risk simply to satisfy 

regulatory and best practices requirements like 

Sarbanes–Oxley, COSO, ISO 31000, and Cobit 

rather than asking what these requirements wish to 

achieve. It is to be responsible and resilient so that 

shareholders and stakeholders are not surprised with 

corporate failures or the lack of transparency with 

regard to their asset base and earnings potential.  

In the past, Exxaro's finance function would annually 

assess high-level risks in compliance with licensing and 

regulations. Its safety risk management function 

conducted its own methodology with separate 

terminology. Operational risks and project risks also 

had unique methodologies. “That seemed all well and 

good, because everyone could check all the right 

3 Erik Mielke et al . “Water Consumption of Energy Resource Extraction, Processing, and Conversion.” Energy Technology Innovation Poli-

cy Research Group, Harvard Kennedy School Belfer Center for Science and International Affairs, 2010: 20. 

4 “Water intensity” refers to the amount of water consumed per square meter of space. “Water Efficiency in Government Operations.” 

Australian Government Department of the Environment, 2014.  
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boxes for their function’s specific risk management 

methodologies,” said Van Loggerenberg. “If, however, 

you needed to implement a system, it would have to 

work off the same platform with different programs, 

different methodologies, and different ways of 

determining risk and probability—clearly not ideal.”  

The first step Exxaro took toward ERM was to 

integrate all its risk management processes, thereby 

demonstrating to the organization that “by giving up a 

little bit of the functional meaning to certain 

terminology and by giving up the functional 

understanding of what used to be an extreme impact, 

we can have one platform and one system,” said Van 

Loggerenberg.  Cost savings can only be achieved “if 

you roll up your sleeves and address the nuts and 

bolts processes beforehand.” 

With one platform, the organization was able to drive 

a more coordinated, enterprise-wide risk culture and 

behavior. Now it is coordinated. “People across 

functions, departments, and business units can have 

conversations about risks with different viewpoints on 

impact and different thoughts on probability of risk," 

said Van Loggerenberg. "And when they see that a 

risk is raised, it means the same thing to everyone. So 

no matter whether you are assessing at a business 

unit or corporate level, if you see risk raised, you 

know that you need to pay attention.” 

With its ERM processes, Exxaro visually depicts these 

raised risks with color-coded heat maps. Different 

business units use the same product and process and 

frame methodology for assessing likelihood, level of 

impact, and so forth. 

By implementing this change, the organization was 

able to compare things across the enterprise with one 

platform. “We were able to look at one risk across 

multiple business units and multiple projects," said 

Van Loggerenberg. "As a result, employees can share 

lessons learned.”  

Still, implementing an enterprise platform can be 

difficult. When it comes to changing human 

motivation and behaviors, “it’s a long journey,” said 

Van Loggerenberg. 
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The summary report, shown in Figure Case-1, depicts 

the top strategic risks for Exxaro. “It is used by 

executive management and the board to understand 

which risks will prevent us from achieving our 

strategic objectives, who owns each risk, and how 

well we control these risks versus the stage we’d 

ideally like to control these risks,” she said. 

 

 

 

There is reason to expect that more large business 

enterprises will go down this path. The upcoming 

generation of managers is relatively accepting when it 

comes to collaboration technology, automated work 

flows, and process-oriented management. Moreover, 

the level of complexity at most global companies 

today practically demands the adoption of process 

management tools such as this. 

 

 

Figure Case-1 
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Figure Case-2 is a “risk per page” report that 

provides full details on a specific risk and is used at 

strategic and operational level. It sets out: 

 the risk owner, 

 the root causes relating to the risk, 

 its potential impacts, 

 

 its inherent and residual risk scores, 

 its position on the heat map, 

 the controls relating to the risk, 

 how effective the controls are, and 

 the control owners. 

Figure Case-2 



45 ©2014 APQC ALL RIGHTS RESERVED 

BOARD INTERACTION 

The Exxaro board is responsible for the governance 

of risk, and it clearly appreciates that strategy, risk, 

performance, and sustainability are inseparable at 

Exxaro. 

Exxaro has a highly structured ERM reporting 

process. Business units meet quarterly to go over 

their risk profiles, as does the operations committee. 

The board receives an operational risk profile 

quarterly, and the ERM team has an annual process 

with the board wherein the members use the 

business units and operations committee’s risk 

profiles as input to compile the board’s own risk 

profile.  

The board’s members do not re-rank risks because 

doing so “would take accountability away from the 

risk owners sitting at the operations level,” said Van 

Loggerenberg. The point is to make sure that the risk 

owners at the operating level participate in a genuine 

manner and not simply participate out of necessity.  

Moreover, Exxaro wants operating managers to act 

and implement controls that will ensure that their 

business units achieve the strategic objectives. “Every 

layer [has to] take accountability for their operational 

risk in accordance with the overall risk appetite of the 

company, but additionally in accordance with their 

own objectives,” said Van Loggerenberg. 

One example she gave was her department’s inability 

to appoint a risk manager for a full year. “We simply 

couldn’t get the required skill,” said Van 

Loggerenberg, “so I was actually given the job without 

any professional training. The shortage was not 

something that the board took notice of, but for our 

own departmental objectives, this was a major risk.” 

The quarterly reports that the board receives are 

linked to Exxaro’s sustainability key performance 

indicators, which ensures that the organization’s 

leaders are doing integrated reporting during the 

year.  Doing so helps to manage the organization's 

risk exposures and achieve strategic objectives. 

All of Exxaro’s key performance indicators help to 

ensure that the organization remains sustainable. The 

financial and non-financial key performance indicators 

are equally important, because both assist in managing 

risk appetite and achieving the organization’s strategic 

objectives. 

To ensure that the board understands the proper use 

of risk management methodology—without 

outwardly lecturing its members—the core ERM 

team hosts a risk management workshop using 

gamification to impart training information. Van 

Loggerenberg divided Exxaro into two teams, and 

each receives a color. She explained some 

terminology and context to the players, and they each 

have 10 minutes to match a risk to its orders and 

consequences. There is a prize at the end for the 

winning team. “We try to make it fun, mainly because 

it is possible that risk management could become too 

focused on checking a box, and that is ineffective,” 

said Van Loggerenberg. 

Clearly, it is a best practice for the ERM process 

owner to continually engage board members, 

company executives, and risk owners.  

CREATIVELY BUILDING A RISK-
INTELLIGENT CULTURE 

Exxaro trained employees on the risk management 

process and analysis methodology long before it 

implemented its new ERM technology. 

“I physically did the training myself in 2010. And then I 

physically did the training on the system. At that time, 

Exxaro had already compiled risk registers in Excel 

using the same examples and populated them in the 

system to show how it worked.” 

She goes on: “We kicked off our systems training 

with business process and methodology recaps, and 

used the same risks that they were already seeing in 

their risk profiles.” There were nearly 50 sessions in 

the corporate office and four or five sessions at every 

business unit. There was a simulated e-learning 

training in the SAP system that employees could use 
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to simulate risk reporting, into which Van Loggerenberg entered 10 risks to be sure that people were using the 

system properly. Members of the risk and audit committees on the board received ERM training, as well.  

To achieve a common risk language, Exxaro’s GRC team held “workshop after workshop.” A key goal was 

“getting people to believe that their ideas mattered, that their way of thinking was important, and that the way 

they used to do it in their functional area was not incorrect by any means. We had some resistance initially, but 

we just kept at it,” she said. 

LESSONS LEARNED 

Exxaro stressed to managers that the tool would lighten the load of their risk reporting tasks. “It was really 

important that people saw the benefit of the implementation so that they would be convinced to use the tool 

rather than using an Excel spreadsheet,” said Van Loggerenberg.  

That said, she warns that it’s easy to fall into the trap of focusing too much attention on the tool and not enough 

on the reporting. "The beauty of our report is that it is standardized across the group. We tell people that they 

need to prepare a risk management report for the risk management function. We pull those reports straight out 

of the system and give them to the board. It takes work away from them, and they associate that with something 

positive.” 

CONTINUOUS IMPROVEMENT 

Exxaro will continue to ensure that risk is not merely a compliance concern. “We’re very good at identifying and 

logging risk," said Van Loggerenberg. "I think our next challenge is to make people realize that it’s more important 

to manage it than to log it.”  

Additionally, the company is making sure that it paces itself when it comes to ERM implementation so as not to 

fatigue employees with new processes. 

SUMMARY 

This case illustrates the challenges involved in driving accountability, transparency, and business efficiency on all 

levels of a global organization. The practical approaches to these challenges include creating an integrated view of 

enterprise and operational risk management so that management can prevent operations-level risks from turning 

into major strategic risks. A prime example is the way Exxaro manages and monitors water intensity. This case 

also demonstrates how risk management across an enterprise can be truly enhanced by the implementation of a 

single technology platform for assessing and reporting business risks. Finally, the intense dedication to training and 

cultural engagement is noteworthy. 
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